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Agenda

Ferramentas de Redes
Wireshark (sniffers)
TCPDump (sniffers)

Exercicio 1 — Ferramentas e Sniffers
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Ferramentas Redes

Configuracao e informacao de interfaces.

Resolucao de nomes para endereco IP (DNS)
Realizando uma conexao

Resolucao de endereco IP para MAC (ARP)
Performance e Estatistica
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Ifconfig

Funcao:
Configurar e obter informacoes sobre as interfaces
de redes (link e camada de rede)

Alteracdo do endereco IP, mascara de rede, MTU, MAC address, etc...

Informacdes sobre as estatisticas da interface: envio e recebimento de
bytes/pacotes, erros, colisdes, etc...
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Exemplo da saida do Ifconfig

Mate Terminal

File Edit View Search Terminal Help
[root@mc833 ~]# ifconfig
enol: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 143.106. 6 netmask 255.255.255.192 broadcast 143.106.16
inet6 fe80::fabl:56ff:fefc:5b74 prefixlen 64 scopeid @ '
' 6 2801:8a: 16c::156 prefi 64 scopeid 8x8
ether f8:bl:5 174 (Ethernet)
X packets 8143847 bytes 156852 (9.7 GiB)
errors 0@ dropped @ overruns @ fram
TX packets 4631367 bytes 3889808623 (
TX errors @ dropped 8 overruns 8
device interrupt 20 memory 8x

lo: flags=73<UP,LO0PBACK,RUNNING= mtu 65536
inet 127.9.8.1 255.8
ineté ::1 prefi 2 scopeid @xl@<host=
loop txqueuelen ( 1 Loopback)
X packets 23719 bytes 4 883 (4.5 MiB)
X errors @ dropped @ overruns @ frame @
TX packets 23719 bytes 4720083 (4.5 MiB)
TX errors @ dropped 0 overruns 8 carrier 8 collisions 0

Programacéo de Redes de Computadores




route

Funcao:
Configurar e obter informacoes sobre as tabelas de
roteamento IP

" Alteracdo da tabela de roteamento (IP address e interfaces)
" Geralmente utilizado para alteracéo do default gateway
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Exemplo da saida do route

Mate Terminal v

File Edit View Search Terminal Help

[root@mc833 ~]# route -n

Kernel IP routing table
Flags Metric Ref
UG 166 4]

255.255.255.192 U ]

255.255.255.8 U
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netstat

Funcao:
Obter informacoes sobre as conexdes TCP e UDP,
tabela de roteamento e estatisticas dos protocolos

de rede.

" Geralmente utilizado para mostrar informac6es sobre as conexdes ativas
da maquina.

= Protocolo de transporte, IP de origem:Porta e IP de destino:Porta para
cada conexao ativa.

S netstat —-antp ; netstat -—-anup
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netstat

MateTerE;inal v A X

File Edit View Search Terminal Help

[root@mc833 ~]# netstat -antp
Active Internet connections (servers and PSTabllsthl
Proto Recv-0Q Send-Q Local HddIPSS g= HddIPSS State PID/Program name
LISTEN 961/sshd
LISTEN 1351/rpc.statd
LISTEN 961/sshd
LISTEN
LISTEN
LISTEN
LISTEN 930/postgres
ESTABLISHED
ESTABLISHED 13888/chrome --type
: ESTABLISHED 943;555d_be
3.106. lb 161:636 ESTABLISHED 942/sssd be
1 18456 HH LISTEN 961/sshd

1102 : d LISTEN 961/sshd
: LISTEN 1351/rpc.statd
LISTEN 1f5y5temd
LISTEN
LISTEN

: LISTEN g
tcpé 3 :8a:40c0:16C: :5 . 30 : 1::443 ESTABLISHED 13888;chr0me
tcpb ; :8a: :16¢: 157 2 0:4003: 28 ESTABLISHED 13888/chrome
teph : : T 2 43 ESTABLISHED 13888/chrome
tepb : :16c: 13985 : ESTABLISHED 13888/chrome
tcpb ; :16¢: :37152 14001: 43 ESTABLISHED 13888/chrome
tepb : ; 01: 0:16C::43034 2 310 : 86 43 ESTABLISHED 13888/chrome
tepb : :8a: 0: 6C:: o 1805: 43 ESTABLISHED 13888/chrome
tepé G 8 6c::41062 2800:3T0:4001:80f:::443 ESTABLISHED 13888/chrome
[root@mc833 ~]# I
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nslookup

Funcao:

Resolver o endereco IP de cada host via protocolo
DNS. Também €& possivel realizar a resolucao
Inversa IP para host.

Mate Terminal [} v oAl X

File Edit View Search Terminal Help
‘oot@mc833 ~]# nslookup www.ic.unicamp.br
Server: 143.1086.16.144
- 143.106.16.144#53

www.ic.unicamp.br canonical name = atibaia.ic.unicamp.br.
Mame : atibaia.ic.unicamp.br

Address: 143.106.7.54

Mame: atibaia.ic.unicamp.br

Address: 28081:8a:40c@:cafe::54

[root@mcg33 ~]# ]
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telnet

Funcao:
Utilizado para realizar testes para descobrir
bloqueios na rede e comunicacao de portas.

Em sua utilizacao é necessario conhecer alguns comandos especificos
da camada de aplicacao (comandos HTTP, comandos SMTP, IMAP,
etc...)
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Exemplo de uma conexao telnet

pillars:"# telnet www.unicamp.br 80
Trying 143.106.10.30...

Connected to 1lvsO.unicamp.br.
Escape character is ’7]°’.

HEAD / 1.1

HTTP/1.1 200 OK

Date: Wed, 09 May 2007 13:49:43 GMT

Server: Apache/2.0.59 (Unix) mod_ssl/2.0.59 OpenSSL/0.9.8d PHP/5.2.1
Last-Modified: Wed, 09 May 2007 13:45:03 GMT

ETag: "2a847b-7c2c-bdbd95c0"

Accept-Ranges: bytes

Content-Length: 31788

Connection: close

Content-Type: text/html

Connection closed by foreign host.
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arp

Funcao:
Usado para resolucao de enderecos IP para a
camada de enlace.

Geralmente utilizado pra mostrar a tabela ARP

Mate Termi)al v Al IX

File Edit View Search Terminal Help
[root@mc833 ~]# arp -v -n
Address HwWtype laddre Flags Mask
143.166.16.164 ether e :
43.106.16.144 ether
43.106.16.162 ether

3.186.16.161 ether
3.106.16.135 ether

3.186.16.148
Entries: 6 Skipped: ©
[root@mcg33 ~]# |}
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ping

Funcao:
Utilizado para testar conectividade entre dois hosts e
medir o RTT de envio dos pacotes.

Bastante utilizado para testar se um host esta “vivo” na rede.

Envia datagramas ICMP com mensagens de ECHO REQUEST e recebe
como resposta um datagrama ICMP ECHO_REPLY

O valor do RTT é utilizado para checar a integridade da rota.
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Exemplo de um ping

Mate Terminal 3

File Edit View Search Terminal Help

[root@mc833 ~]# ping 143.106.7.31 -c 5
PING 143.106.7.31 (143.106.7.31) 56(84) bytes of data.
64 bytes from 143.106.7.31: tt1=63 time=0.2
64 bytes from 143.106.7.31: icmp se ttl=63 tim
64 bytes from 143.106.7.31: ic eg=3 ttl=63 tim

from 143.1606.7.31: tt1=63 tim

from 143.106.7.31: icmp seq=5 ttl=63 time=0.30

--- 143.186.7.31 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4124ms
rtt min/avg/max/mdev = 0.261/0.299/8.362,/0.839 ms

[root@mc833 ~]# |}
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traceroute

Funcao:
Envia pacotes para um determinado host afim de
medir o RTT de cada hop passado pelo roteador.

Envia 3 pacotes UDP com TTL igual a 1. Apos isso envia novamente 3
pacotes UDP com TTL igual a 2, e assim continua até alcancar o host de

destino.
Para evitar que pacotes figuem infinitamente na rede, cada roteador
decrementa o TTL a cada pacote que passar por ele. Quando o TTL

chega a 0, o roteador destroi o pacote e envia um ICMP para o host de
origem informando que o pacote excedeu o limite (TIME_EXCEEDED)
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Exemplo do traceroute

Mate TErnnh$3l

File Edit View Search Terminal Help

[root@mc833 ~]# traceroute -n 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 143.106.16.148 0.630 ms 0.725 ms 0.873 ms
2 143.106.1.129 0.655 ms 0.645 ms 0.776 ms
143.106.199.9 0.438 ms 0.522 ms 0.518 ms

187.16.216.55 4.384 ms 4.420 ms 4.407 ms
108.170.245.129 4.350 ms 74.125.243.65 5.974 ms 108.170.245.129

6 209.85.242.199 4.284 ms 172.253.66.249 3.992 ms 108.170.229.101
7 8.8.8.8 4.29 8 ms 4.229 ms 4.224 ms
[root@mcg33 ~]# ]

4,285 ms
4.052 ms
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IPerf

IPerf € uma ferramenta para medicdes de largura de
banda em redes IP.

Suporta o ajuste de varios parametros relacionados a
temporizacao, buffers e protocolos (TCP, UDP, SCTP
com IPv4 e IPv6).

server$ iperf -s

client$ iperf -c 143.106.16.156

Para cada teste, ele informa a largura de banda, a perda
e outros parametros
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netcat

O netcat € um utilitario de rede de computadores para ler e gravar em
conexdes de rede usando TCP ou UDP. O comando é projetado para
ser um back-end confiavel que pode ser usado diretamente por outros

programas e scripts.

serverS nc -1 9000

client$ echo teste | nc 127.0.0.1 9000
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Wireshark

Introducao ao Wireshark
Interfaces

Capturando pacotes
Analisando pacotes
Filtrando pacotes
Atividade
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Wireshark

E o analisador mais utilizado de redes.

Multiplataforma: Windows, Linux, OS X, Solaris, FreeBSD.
Open source (GPL)

Inspecao de milhares de protocolos / Captura em tempo-real e analise
offline

Dados de rede capturados podem ser navegados via interface grafica ou
por terminal através da ferramenta Tshark

Dados em tempo real podem ser lidos da Ethernet, IEEE 802.11,
PPP/HDLC, ATM,

Bluetooth, USB, Token Ring, Frame Relay, FDDI, entre outros
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Interfaces

GEMU fvmd-ne

F | *ans3
File Edit WView Go Capture MAnalyze Statistics Telephony Wireless Tools Help

A = @milRE QeEesEFISI = QaaQQfFf

k=4 ~| Expression... +

Time Source Destination Protocol Lengtt info
—— . Bl =14+ B8E:a 12 Wh

Lista de
Pacotes

Detalhe
do pacote

Bytes do
Pacote

@ ¥ wireshark_ens3_20170826154758_sluoTd Packets: 9 - Displayed: 9 (100.0%) Profile: Default
4
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Capturando pacotes (tela inicial)

® qemu-system-wB6_64 ~

GEMU [wnl-ret-labs)

| The Wireshark Network Analyzer "
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Fill @ x G Q = E A= S £
LE d ~| Expression... +
Welcome to Wireshark
Capture
using this filter: -
ens3 A
any —h
Loopback: lo
nflog
nfqueus
& Random packet qanﬁa tor: randpkt
(& SSH remote capture: ssh
Learn
Usar's Guide - Wiki Quastions and Answers - Mailing Lists
You are running Wireshark 2.2.6 (Git Rev Unknown froem unknown)
Ready to load or capture Mo Packets Profile: Default

ol WfREC « M The wireshark ... |ulliilL L e 4 2 T O



apturando pacotes (trocando interfaces)

Sab Ago 2

QEMU {vmF-nat-labs)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= [ % [~ e = =y = rEH
A B ® = e QEeE=sEF S _ = Q Qi
LIE 3 -| Expression.. +
No. Time Source Destination Frotocol Length info
|
1441 F | Wireshark - Capture Interfaces - 4+ X
3 Input | Qutput  Options
1 1 Interface Traffic Link-layer Header Promis Snaplen | Buffer (M Monito Capture Filter
P ens3 Ethermet v default 2
8 any Linux cooked v default 2
¥ Loopback: lo Ethermet v default 2
nflag Linux netfilter log messages v default 2
nfqueus Raw IPv4 v default 2
Cisco remote capture: cisco Remote capture dependent DLT
» - Random packet generator: randpkt Generator dependent DLT

55H remole capture: ssh Remote capture dependent DLT

Capture > Options

4 L]

¥ Enable promiscuous mode on all interfaces Manage Interfaces.. .

i Capture filter for selected interfaces: - Compile BPFs

Close Help

Profile: Default

4 & 1553 )

Q) ¥ wireshark_ens3 20170826154758_sluoTd Packets: 9 - Displayed: 9 (100.0%)

ol i 3 O M ens3 *Shark - Cap



Analisando pacotes

e
File Edit View | J Wireshark - Packet 198 - wireshark_ens3_20170826160550 Vqydg0 + X
m S

W Ae: : Encap i e | Expression.. +

g R e B gl et st Exemplo de | -
{me delta from previous captuces crame: mecon frame ethernet

fin
L)
1
5

MNo. Time

mark
.
i " ipt
X - 1 =
- i a 1 ECTISTTIC 1 Ted L= . § iT0 = § 3 -
3
L d i L: i ]
1 ¥
- £ Prot n 4, 5 a8,
1 1
4 - i 1
i L 3 LT ¥
1 1
3
e
. \
-
i
- No.: 198 - Time: 6.14958384] - Source; 216.58.202,195 - Destination; 10.20,30.20 - Protoc.. 443 — 56606 [FIN, ACK] Scq=4540 Ack=513 Win=44800 Len=0 TSval=332734784] TSccr=1659636380
Close Help
;
@ ¥  ens3: <live capture in progress> Packets: B57 - Displayed: 857 (100.0%) Profile: Default

h mﬁk__.l 44 capturing from... [@UbuntustartP... [@PortalUnicamp... |l 10 Ll o 4 B 1608 b



Analisando pacotes

QEMLI (wen 2-ret-Labe)

File Edit View | 4 Wireshark - Packet 185 - wireshark_ens3_20170826160550_Vqydg0O - + x|
b Popy S T = (LT I’ - s W . GG . i P SN T Y T 4 § . B . 1 R 4
:'f + Intecnet Prot L Versicn 4 TGk - Dati 216,56 ] i
[ 3 ]
Exemplo de

s pacote IP

faman T | i
! k if
B 1 3 1 i
L r L T ¥ T L Lt 4% F i T
af
[ 1y
e
1
1]
' 12 i
i 34 4% 34 40 00 40 06 Sa 5f Oa 14 le 14 48 3a A . *F.F. ._..x::1
™ bi i [ 1
oring =
s
1l
=1 Moo 185 . Time: 5. 716049380 - Source: 10203020 - Destination: 218 58 202 185 - Protoc,..nfip: 86598 —~ 443 [ACK] Seq=508 Ack=454] Win=40832 Len=0 TSval= 1699536 188 TSecr=T327342012
Close Help
Packets: 1604 - Displayed: 1604 (100.0%) Profile: Default

D ¥  ens3: <live capture in progress>

h =] fem! &4 Capturing from... iUbuntu StartP... [iPortal Unicamp... [l 0 0 e oy 4 &2 1100



Analisando pacotes

Sib kgo 26, 16:11-2¢

QEMU (vmZ-net-labs)

File Edit wview | M Wireshark - Packet 185 - wireshark_ens3_20170826160550_Vqydg0 - + X
. J:'. ﬂ » Frams [ wire (528 bits), 6§ bytes captured (328 bits]) |
# Etherns I, sourc_9%:do:0 { s 18: 3w 9% rdo 02, 1 (b ld4zéfz
T 1 E ferr Eroi —— . L . - — | Expression... +
- smission Control Frotocol, Sroc Ports 653%8, Dst Port: 443, Seq: 303, Ack: 4341,

etk ok e A b e Exemplo de
M e WY pacote TCP

1 wind
W L Felew f
= i
i
* Frame 1 ir -
¥ Oy [ imif
I ¥ .t
1 11
e
:
L
i 1 g
: 1 4. Bd 7]l 56 B0 10 i cseees
i
j
No_: 185 - Time: 5. 716049380 - Souwrce: 10.20.30.20 - Destination: 216 58 202 195 - Protoc._.nfo: 56598 — 443 [ACK] Seq=50F Ack=454] WinaJ08312 Len=0 TSval= 1699636 388 TSecr=3327342312
Clase Help
@2 ¥  ens3: <live capture in progress> Packets: 1817 - Displayed: 1817 {100.0%) Profile: Default

=1+ ! #£4 capturing from... [@Ubuntu StartP... [@iPortal Unicamp... |l i il aa 4 & wenod



Analisando pacotes

GEML [we

Fef Capturing from ens3 O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
e iC) X QEeasmEFE - EqaaAQE
[(RT2pply a d f =3 -| Expression.. +
No. Time oUrce Destination Protocol Length Info a
L] I by Wi bi ) ptured (53%2 bite) n imterface -
[ K = i [ z102), Dats 42 5 ildsbfied (b2id2:8l;l4:6fied
¢ Internet Prot l Version 4, Sro: 10.20.20.20, [ i 143.106.10.174 S?H
* Transmiasion Control Protocol, Src Port: 45420, Dst Port:r 80, Seqt 0, Len: O
SYN, ACK
' e—
b Flags: Ox002 (SYH) AC‘}-(
. i , | AT
TCP 3-way handshake
) ¥  ens3: <live capture in progress> Packets: TE18 - Displayed: TE18 (100.0%) Profile: Default

el G Wl s [ Mozilla Firefox 4 2 115 O



Salvando e manipulando pacotes

¥ qemu-system-xBi_6d =

QEMU (wnl-ret-labs)

File Edit View Go Capture Analyze—Ctatick Talnnhk v Tl il ’ - :
e 1 | Wireshark - Export Packet Dissections e
A = emihRE
- Look in: B ntmp - 00 0@ BN |
| W | (kcp.stream eq 0) | | [x] - | Expression... +*
- - | | computer Name * Size Type Date Modified I
i AT e SOLNER —p B9 sch-ijHa7dsULjBE Folder  26/08/17 15:45 -
: . = B9 ssh-OVbxKHWKMVOS Folder  26/08/17 15:45 LS ;
s " "
] 191 I I 2 |
{ | i .
EEERLLE TSa=g
) [al
8 |
| |
File name: 1
* —
4 I, Sre; bB2: r6r:d Cancel
L4 L 1 Wersion 4, Sre: | Export As:  Comma Separated Values - summary (*.csv) - Help
3 ansmission Contrel Peet 1, Seq
bk fiypsrtext Transfer Protocol | Packet Range |
P Line-baied Lext iata Lext fhLm
Captured e Displayed
= All packets 10
Selected packets only 1
I
" ) Range: ]

sioroses o File'» Export'Packet Dissections... > As CSV...
@ 7 wireshark ens3 20170826181557 xRJOjx Packets: 121 - Displayed: 10 (8.3%) Profile: Default

N e I M *ens3 M [The wireshark ... Elllic3@vm-netla... |l 0 0 4 2 w3



Salvando e manipulando pacotes

QEMU (wm2-ret-labs]

£ teste 3 .

File Edit Search Options Help

Mo, "Time","Source™,"Destination”,"Protocol”,"Length”,"Info”™

"1","0.000000000","b2:d2:81: 14:6F.ed","Xensourc_99:dc:02","ARP","42","Who has 10.20.30.207 Tell 10.20.30.1"
"2","0.00001849%","Xensourc_99%:dc:02","b2:d 2:81: 14:6f:ed","ARP","42","10.20.30.20 is at 00:16:3e:99:dc:02"

"."3.925823835","10.20.30.20","143.106.10.174","TCP","66","45592 > 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=3994120448 TSecr=2519494001"
"6","4.641264499","10.20.30.20","143.106.2.5","DNS","84","Standard query 0x84f1 A www_google-analytics.com”
“7"."4.641289900","10.20,.30.20","8.8.8.8", "DNS","84" "Standard query 0xB84f1 A www google-analytics.com”
"8","4.649010106,"10.20.30.20","8.8.8.8","DNS"," 79", "Standard query Oxf714 A static.addtoany.com”
"9"."4,649314620°,710.20.30.20","8.8.8.8","DNS5","80","Standard query Ox4a57 A cdnjs.cloudFflare.com”™
"107,"4.653989267",710.20.30.20","8.8.8.8","DNS5","80","Standard query Oxbc75 A Fonts.googleapis.com”
"117,74.655196750",710.20.30.207,"8.8.8.8","DNS","74","Standard query Ox2377 A cse.google.com™
"12","4.659312071",710.20.30.20","8.8.8.8°,"DNS5","78","Standard query Ox0820 A www.goog leapis.com™
“13°,"4.6T1801492","10.20.30.20","143.106.10.1 ?4”,'HTTP"_"S#G","C.ETfunic.arnp;’ HTFDJFI %l
"147,74.708171860","8.8.8.8",710.20.30.20°,"DN5","160","Standard query response 0x4a57 A cdnjs.cloudFflare.com A 104.19.194.102 A 104.19.195.102 A 104.19.193.102 A 104.19.196.102 A 104
"15%,74.714310117"°,78.8.8.8",710.20.30.20","DN5","90","Standard query response Ox2377 A cse.google.com A 172.217.30.78"
"167,"4.716829221","8.8.8.8",710.20.30.20","DNS","256","standard query response 0x0820 A www.googleapis.com CNAME googleapis.l.google.com A 172.217.29.106 A 172.217.29.1T0A 172
17°,"4.720377293","143.106.10.174",710.20.30.20","TCP","66","80 > 45592 [ACK] Seq=1 Ack=484 Win=6912 Len=0 TSval=2519494796 TSecr=3994120634"
"18","4.745926574",710.20.30.20","8.8.8.8","DN5","74", "Standard query 0x014d A www .unicamp.br”

"19","4.775992003","143.106.10.174","10.20.30.20","HTTP","279","HTTP/1.1 304 Not Modified "

=20°,"4.776011242","10.20.30.20","143.106.10.174","TCP","66","45592 > B0 [ACK] Seq=484 Ack=214 Win=30336 Len=0 TSval=3994120660 TSecr=2519494843"
=21°,"4.782987440","10.20.30.20","104.19.194.102","TCP","74"," 39894 > 443 [S¥YN] Seq=0 Win=29200 Len=0 M55=1460 SACK_PERM=1 TSval=2697838978 TSecr=0 Ws=128"
"22°,74.783090737",710.20.30.207,"172.217.30.78","TCP","74","37154 > 443 [SYN] Seq=0 Win=29200 Len=0 MS55=1460 SACK_PERM=1 TSval=4146573456 TSecr=0Wws=128"

237,74, 7T8I661117,710.20.30. 20, "172.217.29106","TCP","74"," 36302 > 443 [SYN] Seq=0Win=29200 Len=0 M535=1460 SACK_PERM=1TSv al=74367484 TSecr=0 WS=128"
"24°,"4.794182022","172.217.30.78°,"10.20.30.20","TCP","74","443 > 37154 [SYN, ACK] Seq=0 Ack=1 Win=42408 Len=0 M55=1380 SACK_PERM=1 TSval=587TBB572 TSecr=4146573456 W5=256
=25","4.794212450","10.20.30.20°,"172.217.30.78","TCP","66"," 37154 > 443 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=4146573459 TSecr=587788572"
"267,"4.794585874",710.20.30.20","172.217.30.78","TLSv1.2","583","Client Hello"

"27","4.796666628","172.217.29.106",710.20.30.20","TCP","74","443 > 36302 [SYN, ACK] Seq=0 Ack=1 Win=42408 Len=0 MS5=1380 SACK_PERM=1T5val=4261652773 TSecr=74367484 W5=256
"28°,"4.796689167",710.20.30.207,"172.217.29.106","TCP","66"," 36302 > 443 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=T4367487 TSecr=4261652773"
"29","4.7967T10675","104.19.194.102","10.20.30. 20", "TCP","66","443 > 39894 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=1460 SACK_PERM=1 WS=1024"
"30°,"4.796715051",710.20.30.20","104.19.194.102","TCP","54"," 39894 > 443 [ACK] Seq=1 Ack=1 Win=29312 Len=0"

"31°,"4.796874743","10.20.30.20","172.217.29.106","TLSv1.2","583","Client Hello"™

"32°,"4.796964257"7,710.20.30.20","104.19.194.102","TLSv1.2","5717,"Client Hello"

"33%,"4.812415007",710.20.30.20","8.8.8.8","DNS"," 79", "standard query 0x7285 A static.addtoany.com”

“34","4.841631977","172.217.30.78","10.20.30.20","TCP","66","443 > 37154 [ACK] Seq=1 Ack=518 Win=43520 Len=0 T5val=587 788586 TSecr=4146573459"
"35","4.841658658","172.217.30.78","10.20.30.20","TLSv1.2","222","Server Hello, Change Cipher Spec, Hello Request, Hello Request”
"36,"4.841672835","10.20.30.20°,"172.217.30.78","TCP","66"," 37154 > 443 [ACK] Seq=518 Ack=157 Win=30336 Len=0 TSval=4146573471 TSecr=587788587"
=37","4.B41697708","172.217.29.106","10.20.30.20","TCP","66","443 > 36302 [ACK] Seq=1 Ack=518 Win=43520 Len=0 TSval=4261652786 TSecr=74367487"
"38","4.841700989","172.217.29.106",710.20.30.20","TLSv1.2"," 222", "server Hello, Change Cipher Spec, Hello Request, Hello Request™
“39%,"4.841703978",710.20.30.20°,"172.217.29.106","TCP","66"," 36302 > 443 [ACK] Seq=518 Ack=157 Win=30336 Len=0 TSval=T4367499 TSecr=4261652787"
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Filtrando pacotes

Exemplos:

Capturar apenas trafego de/para o IP 172.18.5.4
host 172.168.5.4
Capturar trafego de/para uma faixa de IPs
net 192.168.0.0./24
net 192.168.0.0 mask 255.255.255.0
Capturar trafego vindo de uma faixa de IPs
src net 192.168.0.0/24
src net 192.168.0.0 mask 255.255.255.0
Dica: use Expression...
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Filtrando pacotes

Exemplos:

Capturar trafego para uma faixa de IPs
dst net 192.168.0.0/24
dst net 192.168.0.0 mask 255.255.255.0
Capturar apenas trafego DNS (porta 53)
port 53
Capturar trafego nao-HTTP e ndo-SMTP no seu servidor
host www.example.com and not (port 80 or port 25)
host www.example.com and not port 80 and not port 25
Capturar tudo menos trafego DNS e ARP
port not 53 and not arp
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Filtrando pacotes

Exemplos:

Capturar trafego dentro de uma faixa de portas
(tcp[2:2] > 1500 and tcp[2:2] < 1550) or (tcp[4:2] > 1500 and
tcp[4:2] < 1550)
tcp portrange 1501-1549
Capturar apenas o tipo EAPOL de Ethernet
ether proto 0x888e
Capturar apenas trafego IP
p
Capturar apenas trafego unicast
not broadcast and not multicast

(util para limpar o ruido da rede se vocé quer apenas visualizar o
trafego de e para sua maquina)
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TCPDump

host schematic
application ‘
TCPDump o | cou | [ memory
link
Sniffer — analisador de trafego | - .

. M /" ™ host
= Baseado na API libpcap L ] -
" Disponivel para Unix-like, El“ﬁ“:a'  Jorysicar] |

. ~ . _tr.anﬁtssmn_\
"  WinDump versao para Windows v
. . network adapter
= Qutro sniffer: Wireshark a
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TCPDump

Filtros

tcpdump host 10.90.100.1

tcpdump src host 10.90.100.1
tcpdump dst host 10.90.100.1
tcpdump port <port number>

tcpdump src port 80

tcpdump dst port 80

Filtering on a tcp flag

©  tcpdump 'tcp[tcpflags] & (tcp-syn) = 0O
©  tcpdump 'tcp[tcpflags] & (tcp-rst) = 0

0O O O O O O
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TCPDump

Combinando Expressodes

Operador AND

©  tcpdump host 10.90.100.1 and port 80

©  tcpdump src host 172.16.101.20 and dst port 80

©  tcpdump src host 172.16.101.20 and dst host 10.90.100.1

Salvando saida em arquivo (pode ser vizualidado no wireshark)
©  tcpdump -w /tmp/saida.pcap

Escolhendo a interface para sniffer
©  tcpdump -i any
©  tcpdump -i ethO
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TCPDump

File Edit View Search Terminal Help

Mate Terminal

[root@mc833 ~]# tcpdump -i any -nn
tcpdump: verbose output suppressed,
listening on any, link-type LINU:
0 9 IP 143. .16.15
2 IP 185.184.223.223.

g IP 12 ?.U.G.l 39499 =

40 IP6 ::
IP 143.

IP 143.

3 IP 143.

i IP 143.

10 packets rec ived by filter
ts dropped by kernel
[root@mcs33 ~1# ||

n ydp

SLL (Linux cooked
2 = 185.18
123 143.106.

1Hn 16.
" 143.106.
. 143.106.16.156.483

®e -v or -vv for full protocol decode

ture size 262144 bytes
. : NTPv4, Client, length 48
.39552: NTPv4, Server, length 48

: UDP, length 1

%]
(¥4}

44345+ [13'1] A? www.uol.com.br. (55)
4 A 200.147.3.149 (178)
bmail2.ic.unicamp.br. (40)

1
—1 r_,n o
[Py ¥

=
P

20708* 2/3/6 CNAME guanabara.ic.unicamp.br

A 143.106.7.44 (276)
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